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Hackers on the Jobsite:
Cyber Attacks
Target the
Construction Industry
Article courtesy of AXA XL
By Conor Mulcahy, Claims Specialist, Cyber Professional

Today’s construction operations are deeply reliant
on technology. Drones inspect jobsites and return
results to cloud-based databases. Wearable technology alerts workers to jobsite hazards. Technology
solutions such as virtual reality, augmented reality,
connected jobsites and advanced tracking help site
managers better manage project outcomes and
safety, and predict and mitigate risks.
Yet all of the technology comes with one overarching hazard—the possibility of a cyber breach. According to a 2018 study, companies in all industries
share a 27.9 percent probability of experiencing a
data breach involving 10,000+ records in any given
24-month period. While the number of reported data
breaches in construction is relatively low, the cost
of a data breach is not. In fact, the average cost per
each record compromised in a data breach is $148.
If a construction firm has a breach of 10,000 records,
the costs are nearly $1.5 million.

Technology Dependencies

One threat faced by construction companies is the
possibility of a ransomware attack. Ransomware is
malware, deployed through the internet, that encrypts the files on a business’s computer systems.
The business must pay a ransom, often in the cryptocurrency Bitcoin, in order to obtain a decryption
key to regain access to the business’s own computer
systems.
Another disturbing cyber threat that has emerged
in recent years is an email scam that uses actual
email accounts from the targeted business. This
scam is similar to traditional email phishing scams
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Such emails are tougher to detect as fake. Whereas
a spoofed email contains a different email address
than the user’s regular email, the hacked emails are
identical in every way to a request from a company
employee or executive. Few employees would question a monetary transfer request coming from the
company’s accounting department.
Construction firms can ill afford such incidents.
Because construction project success is dependent
on meeting timeline and contractual obligations, any
delay in business operations could result in serious
financial loss, including:
•
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•
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at regular intervals and set up complicated passwords containing a combination of numbers, letters
and characters. Employees should be warned not to
keep passwords written or stored on devices or work
spaces. Also, consider using two-factor authentication
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for anyone logging into company systems.
Update anti-virus software
Install regular updates to newer anti-virus programs
and consider upgrading if your software is outdated or
no longer supported.
Review insurance policies
Understand what’s covered and what’s excluded. Is
cyber liability covered by your current policies and, if
so, to what extent? Do you have a policy that provides
first-party data breach response and crisis management coverage? What additional products may be
needed to better mitigate cyber loss?
Review risks
Construction companies are as vulnerable to a cyber
breach as any other type of business. Cyber thieves
are looking to attack companies whose systems offer
the easiest entry points, and the construction industry
is an ideal target precisely because the industry has
only recently become more digitized and has been
slow to protect itself.
As hackers continue to search for vulnerabilities in
construction company systems, employers should
assess their security gaps and create processes that
help all employees identify and thwart attempted
cyber breaches. By doing so, companies involved in
construction projects potentially can avoid the costs
and headaches associated with data breaches and instead focus their attention on completing their projects
on time and on budget.n

Sexual Harassment Prevention
Training
Wednesday, June 26th - Carlsbad
7:30am Registration
8:00am - 10:00am Program

Cal-OSHA Permits: Simple Steps to
Successfully Obtaining Required
Permits (Including Project, Annual,
Scaffold, etc.)
Wednesday, July 10th - Downtown
7:30am Registration
8:00am - 10:00am Program

Sexual Harassment Prevention
Training
Wednesday, July 31st - Downtown
7:30am Registration
8:00am - 10:00am Program

This year we are offering certain seminars in our
North County office (5857 Owens Ave., Suite 300,
Carlsbad, 92008.
To register, click on the ‘register now’ button in the announcement email, or contact Bethany Mongold at
Mongold@cavignac.com or call 619-234-6848.
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Spotlight On

Cavignac & Associates is proud to support local and non-profit civic
organizations, including Serving Seniors:

Who We Are
Serving Seniors provides impactful programs and services to older adults living in poverty. Serving Seniors is
supported primarily by donations, grants, bequests and investments.
Our staff, board and volunteers believe every person is worthy of respect and dignity. Our goal is to provide
seniors life sustaining services in a welcoming and supportive environment where they can get the help they
need. Nearly 5,000 low-income seniors rely on Serving Seniors every year, and we are proud to provide all
our services free of charge.

For more information, go to www. servingseniors.org
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5 Things You Can Do to Improve Your Daily
Mental Health
Mental health plays a huge role in your overall health
and well-being. It affects everything, including how we
think, feel and act, and helps determine how we make
healthy choices and cope with stress.
Because it’s such a crucial component of your health,
it’s important to focus on maintaining or improving
your mental health. Here are five simple ways to do so
every day:
1. Express gratitude. Taking five minutes a day to
write down the things that you are grateful for
has been proven to lower stress levels and can
help you change your mindset from negative
to positive.
2. Get exercise. You probably hear all the time
how beneficial exercise is to your overall
health, but it’s true. Exercising regularly can
benefit your brain function, reduce anxiety and

improve your self-image.
3. Spend time outdoors. Getting outside,
especially when it’s sunny, can greatly improve
your mood, which in turn, benefits your mental
health.
4. Be kind. Helping others and being kind not only
helps the receiver of the act, but can also help
you. It doesn’t have to be anything crazy—
holding the door or giving a compliment can go
a long way.
5. Get a good night’s sleep. Fatigued individuals
typically experience drowsiness, mood changes,
loss of energy and appetite, headaches, and a
lack of motivation, concentration and alertness.
Strive for seven to eight hours of sleep a night
to improve your mental health.

This article is intended for informational purposes only and is not intended to be exhaustive, nor should any
discussion or opinions be construed as professional advice. Readers should contact a health professional for
appropriate advice. © 2019 Zywave, Inc. All rights reserved.
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Air Pollution Affects More than Your Overall Health
Pasta Primavera Salad
12 ounces whole-grain pasta
1 package frozen mixed vegetables
1 package dry vegetable soup mix
1 cup low-fat salad dressing
(unsalted)
½ cup reduced-fat cheese
(shredded)
3 hard-boiled eggs (sliced)

PREPARATIONS
1.

Cook pasta according to
package directions. Rinse in
cold water to stop cooking and
prevent sticking. Drain.

2.

Cook vegetables until just
tender. Drain and cool.

3.

Combine cold pasta,
vegetables, envelope of soup
mix and salad dressing.

4.

Top with sliced eggs and
cheese.

5.

Refrigerate until time to serve.

According to a study conducted by the International Food Policy Research
Institute, breathing polluted air is attributed to “significantly reduced”
verbal and math scores, and cognitive impairment that can lead to an
increased risk of developing Alzheimer's disease or other forms of
dementia.

What can you do?
Although the United States experiences lower air pollution than other major
countries, it’s important to be aware of how your daily activities can
contribute to air pollution. Here are some things to consider:


Research the household products that you use to determine if
they’re harmful to the environment.



Monitor home and working environments to make sure that there
are adequate airflow and proper exhaust systems installed.



Refrain from smoking, especially indoors, to make sure that this
specific type of smoke doesn’t pollute the air you’re breathing.

Makes: 6 servings
Nutritional Information (per
serving)
Total Calories

365

Total Fat

6g

Protein

16 g

Carbohydrates

61 g

Dietary Fiber

5g

Saturated Fat

2g

Sodium

558 mg

Total Sugars

8g

3 Reasons Why Your Stomach Always Hurts

If you’re having chronic stomach problems, you should contact your doctor,
but also evaluate if these three things may be to blame:
Source: USDA

1. Your diet is one-note—adding variety to your diet will introduce
more good bacteria to your stomach, helping get rid of the bad,
discomfort-causing bacteria.
2. You’re eating too many nuts or raw veggies—these fibrous foods
can cause serious discomfort since they’re harder to digest.
3. You’re overly stressed—when you’re feeling the pressure, your
stomach is likely to be upset in one way or another.
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